JIATDKHA
BbE3INEKA

IHTEHCUB

ABTOp: Paica ®epopoBcbka



MA

Mnatun 6e3neyHo!

Halla Miciq:

BCebiuHe CNPUAHHA PO3BUTKY
6€e3roTiIBKOBMX NAATIKHUX IHCTPYMEHTIB Ta CEPBICIB B YKpaiHi




YJTEHAN «<€EMA»

BaHku MnaaTidHi MnaTiXcHi cepBicn Ta
(40+) cucTtemMm KomnaHii (20+)

visa ([

OcHoBHI napTHepu Acouiaunii «<€EMA»

HauioHanbHuiA p——
6aHK YKpalHu EC

= EURTPOL




HALUI MPOEKTW
3 HABHAHHA TPOMAAAH

6e3ne4yHM 6e3roTiBKOBUM pPo3paxyHKam

1LIC BLACK

Mnarixxa xaprea
payWave )) ) )
¢

LUKONA Suu I KKEL 481k 1234 56718 L
KIBEPBE3NEKWM = NEPLMAAHTUWAXPAIACHKIAV TENECEPI
11111 rYMAHHWIA ZAOAAN
L] JHmio WAXPAS
EMA Academy ONLINE FPA



www.ema.com.ud




www.ema.com.ua /ema.com.ua /ema-ua



LaxpalicTBo BilHa

E] KapTuHku OBOCTH [*] Bugeo ® Kaptsl
,TaToB: NpW

https://finance.ua » saving » m... v [NepeBecTn 3Ty CTPaHWULY

LLlaxpaincteo nig 4ac BiHU: cxemu, Lo AiloTb 3apas - Finance.ua

https--"'-"'\.vmv ukrinform.ua » 3... ¥ [NepeBecTn 3Ty CTpaHuLLy

yMOBax NOBHOMACLUTabHOT BiliHMK, Cepeq AKMX Nceeoeeakyaula i HE'I{_.H’ toMi oceni ...

https://suspilne.media » 2417 v lNepeBecT aTy cTpaHnLy

LUaXpaMCTBO B YMOBaXx BiiHW: ekcrnepTka HBY — npo HoBi .
— SUHPHHE‘ media HayansHnuua 3 I'Ip aBMiHHA 3B'93Ki rpoMagcheK icTio Ta
Y JNlecs BonMTULbKa po3noBina, sk BUrmaaae diHaHcoee .

http:/Awvww.nrcu.gov.ua » news v MepeBecTu aTy cTpaHuLy

HBY npo HoBi cxeMn BUAYpPOBaHHA rpollen B ykpaiHuis | HoBuHM
WaxpaicTeo Bax BiHWU: HBY npo HoBI cxemw BUAYPIOBAHHA rpoLLenr B yKpaiHLUiB.

20.05.2022 p.,

MA

«HoBi» cxemu Wwaxpancrea
nia yac BiHW:

eBaKkyauiHI NepeBe3eHHs;
opeHAa XnTna;

CKJIIHHA BIKOH;
PO3MIHYBaHHS;

NOLWWYK 3HUKANX NHOAEN;
360pK KOLUTIB HA A4OMNOMOTY;
TaJIOHWN Ha NaJibHE;

rpoLLOBI BUMAATU



BOHM BUKOPUCTOBYIOTb Ti CaMi «BigMWUUYKU» A0 NHOACLKOrO MO3KY
Ta nporasinHn y ¢piHaHCOBIN rPaMOTHOCTI

MA






HaCTmHa l

TEJIEPOH



3araaka

MKEHT/IbMEH HE CMTUTAE,
A OAMA HE CKAXXE

LLlo ue Take?




LE LUAAX 40 BTPATW
AAHWX TA TPOLLEWN

MA



PIBEHb 3AXUCTY TENIEDOHY
3ANEXWUTb
BIA NOro BAPTOCTI TA
NnoroTmnny

MA




3PY4HICTb

3axXULLUEHICTb




11

LLIOB BALLI MPOLUI
BY/IN Y BE3MELL|

NMPABWUJIA MYAPOTIO NMAPAHOIKA



NMPABUJ/1IO MYAPOIo NAPAHOIKA

He Bukopucrtosyurte ¢piHaHCOBMUI HOMEP B OroJIOLLEHHSAX,
coymepexkax, Al KOHTaKTIB 3 K/IIEHTamMu



NMPABU1O MYAPOIO NMAPAHOIKA

Mepenaitb Ha KOHTpakTHe 06cnyroByBaHHA PiHAHCOBOro HoMepy

ﬂKI.I.I,O oGpanw 3aJIMLLUIUTUCD Ha nepep,nnaTi:
lpeHTndikynTeca y ceBoro MobiibHOro onepartopa
3apeecTpyntecb B NepCOHaNbHOMY KabiHeTi MObBIIbHOrO onepartopa

BigKArOUITE MOXAMBICTb BigganeHoro nepesmnycky SIM-kapTku

MA



NMPABU/1O MYAPOIO NMNAPAHOIKA:

NMoBigomMmneHHA Npo 3aniaHoBaHy onepaTtopom 3amiHy SIM-kapTku:

HeranHo 3atenedoHyinte 40 MObIIbHOrO onepaTopa, Wob 3ynnHUTY NepeBmnnycK

Bawa SIM-kapTka nepectana npauroBaTtu:
HerainHo 3BepHITbca A0 6aHKy, Wob 3a610KyBaTK KapTKW, PaxyHKM Ta AOCTYN A0 IHTepHeT-baHKy
HeranHo 3BepHITbCA 4O MOBINBHOrO onepatopa, Wwob noBepHyTn cobi HOMepP

HeranHo 3abnokyinTe akayHTM B YCIX IHWNX GIHAHCOBUX CePBICax, B AKUX B 3apEECTPOBaHI

MA



YITOH SIM-KAPTKM

MeTa WwiaxpaiB:
— D¢k OmibMe 20N

iCloud

Aoctyn ao Bawmnx 6aHKiBCbKUX paxyHKiB, BankID, Google akayHTa, nowTu, Viber,

06NniKOBUX 3aNUCIiB Y coLyMmepedkax Ta MeceHaXepax, ¢oTo Ta Bifeo i3 noganbLUOK
Kpagi>KKOK BalLUMX KOLUTIB abo LwaHTaxy.

B Kpajixka rpoLuen 3 Ballnx paxyHKiB B Kpajixka umppoBol 0CobNCTOCTI
B 0DOPM/IEHHS KPeAWUTIB Bij BALLOro iMeHi B «pO3BO/» BalUMX APY3iB Bij BALLOro iMeHi
B Kpajixka npuBaTHOI iHGopmaLi W KpajiXkka nepcoHaxiB OHNANH-Irop

B LWaHTaX O Kpap,i>|<|<a KPpUnNToBaakTn



LU MA

NMPABW/10 MYAPOIO NAPAHOIKA

BcTaHOBITL Naponb, abo lNIH-koa, a6o Big6bUTOK Nnanbus,
a60 po36/10KyBaHHSA 3a 06/IMYUAM AN 6N10KyBaHHA eKpaHa TenedoHy.

BukopucrtoBymuTe To meto 6/10KyBaHHSI eKpaHa,
AKMA BaM HaU3PY4YHIiLLMA. T0/1I0BHE - BUKOPUCTOBYMUTE!



NMPABU1O MYAPOIO NMAPAHOIKA

BcraHoBIiTb 8-3HauHuu MNIH-kopz,
He Bukopucrosyute unédppu nocninb

He 3anucywure NIH-koa B TenedoHi

MA



LLI MA

NMPABW/1I0 MYAPOIO NAPAHOIKA

BCTaHOBITb YHiKaZIbHUM Naposib, WO BiAPI3HAETLCA Big napons Ha BXiA
Ta MNIH-koay Ha SIM-KapTKy, a60 BUKOPUCTOBYUTE 6ioMeTpito
(BXig 3a BIiAGMTKOM Nanbua / po36/710KyBaHHA 3a 06/1M44YaM)



KO/ CNOBILWEHHA HAAXOAUTD
HA BALU TEJIE®OH

A. Ha HezabnokoBaHoOMYy
eKpaHi Tene¢poHy
NOKa3yETbCSA NOBHUN
3MICT CNOBILLEeHHSA

B. Ha 3a6nokoBaHOMY
eKpaHi TenedpoHy
NOKa3yETbCA NOBHUN
3MICT CNOBIiLLEeHHSA

C. Ha 3a6nokoBaHoMy | = D. Ha 3a6nokoBaHOMY
eKpaHi TenedoHy X0BaETbCS eKpaHi Tene¢poHy

KOH}iAeHUiHWIA 3MicT B y3arani He NoKa3yeTbCcs
CNnoBiLleHHA 3MICT CNOBILLLEeHHSA




NMPABWVJ1IO MYAPOIO NMNAPAHOIKA

y TaKuu cnocio6, wob6
Ha 3a6/10KOBaHOMY eKpaHi
X0BaTU KOHPIAEHUINHNN BMICT
a6o0 y3arasi He NnoKasyBaTu CNOBILLEeHHSA

MA



BAM TE/IE®OHYOTb 3 CEPBICHOIO HOMEPA MOBI/IbHOTO
OMEPATOPA TA MPOMOHYIOTb BUTIAHILWWIA TAPU®, BALLY
3roAy HEOBXIAHO MIATBEPAUTU HAZAAHHAM KOAY 3 SMS

B. HiIkoMmy He MO>KHa
po3srosowyBaTty SMS-Koa
Big M06inbHOro oneparopa

A. 3po3ymino,
11O NOroA>KyChb!

C. SMS-kopa Hapam,
60 TenepoHyIOTb
3 CepBICHOro HoMepa

D. BurigHiwunn Tapud
MeHe He LiKaBUTb



NMPABWJ1I0 MYZAPOIO NAPAHOIKA #8:

HikoMy, HiKOIN, Hi 32 AKX YMOB He noBigoMnsinTe
SMS-naponi Big Mo6isIbHOro onepartopa

v PUK-kog;

I v’ cepiiHM HomMmep SIM-KapTKwu;
v’ KOAoBe C/I0BO (AKLLO €)

MA



AKLLO Y BAC
CMAPT®OH

NPABM/1I0 MyAPOIO NAPAHOIKA



NMPABWVJ1IO MYAPOIO NAPAHOIKA

CTINKUM naponem + 2-m ¢pakTopom (2 FA)
He «cBiTiTb» 06nikoBun 3anuc iCloud/Google!

MA



% = sasmaorsis om cmwne WRY
KOMBOMCaUN AN rPDOMA N J .

App Store
" Komnencauii ana

rpoMannaH 2022 " ot o YBATA!

Blanosipe 10 NOCTIMONN YRR,
KOMAH FROMAJLAHMN MOL NPOBO
CTpIMaTY egepannid ninere 8ig

aras . AOPXIBI M CRCKO XapTxy

Orsmcwessss  Mponoanyli aorm sac

n .‘ O -
- . Rox " BIUTATH (3 SARNOK OB AR X
-~ ’

PECYPCIN PO, TA NTIAMKA I €C
TPOMAZEM YRPAMA 20 128 000
TPABENS HA OCOBY

iPhone Screenshots

Onnara NNaTINHON KaPTHOK

BamTa 3 g_:l -
c Enter Yo P d

dSSWOrd

Please subemit your Varified by Viss passwond

& 5

Amount; 596.86 van
Hoswnp sapTen Toprains 11

Nansue ana

> Merchant UAKassa
rpoMansH Ykpainu

Date 2022-07-06 20.50:35
3nnxka 20% Card Number 0000000000002719

Personal Message

SMS Wit the paasmond Ass Deen seni! 1) your Mot desioe 0BT**8217

Tanoxmn npawowTe Bubip norpibuoro Bubip kinuxocTi Tanonin
sanmaw NANLHOrO Password (N )

Termgaon

> Submit




L1 MA

MPABWMJ/1IO MYAPOIO NMAPAHOIKA:

MNMepeBipTe, XTO aBTOP 3aCTOCYHKY
BuBunTthb Biarykm

NepexoabTe Ha MO6INILHMI 3aCTOCYHOK nLEe 3 OPILiNHOro CanTy yCTaHOBM,
LLLO NPOMNOHYE 3aCTOCYHOK



APYTIN GAKTOP

[ToTpibeH ans 3axucTty ycix 06niKOBMX 3aMNuUCiB
(Gmail/iCloud, meceHaxepiB, couMmepeX TOLLO);
[103BONIAE 3aXUCTUTUCA Big nepexonieHHA\niadopy
Nnaponto;

BuKopuctaHHAa SMS y aKOCTi Apyroro ¢paktopy —

He Kpalla iaes;

AnbTepHatnem SMS y AKOCTi Apyroro pakTopy:
Google Authenticator, YubiKey Towo



Olena Rebryk
23 cenTabpe \g

AK OLUYKATY NEKCIOHSPA-NIKBIAITOPA | M8 MATH XOZHOTO NOKAPaKKAT
A YRBUTH HE MOTN3, WO MEHI ACBEASTHCA NPOCHUTY POTONOCY Y TAIA CTPALHIN (A48 MOEI pOAnHM
Ue BeAMYeIHi POIMIDH) CHTYALU,

« Y Tpasui Miit TaTo {1957 pu.), NescioMep, SKii IMyLesnit 40CI NPALIOBATY NONPH Te, WO pix

I f AR , \J m 4 . 2
23ry0us AoKymeHT. BOAIRCHK NP3EA, NIKBIAATOPCLKE NOCBIAYEHHA, TENSO0H, 3 TAKOXK 33PNNATHY
KapTky (Mpwuear).
* Nepiue, 1o NOTEIBHO ByA0 3pobuTi. NOAITM 2378Y A0 NOAILI NPO BTPATY AOKYMEHTIS, | BiH

» MOR Mama (1959 p.i) 40 POKIE NPONDALPOBANE BUMTRABKOKO AW NIICHKOT Y LWKOAL OCTaMMI TPM
POKM MATIKE HE XOJNTE Y HEl XBOPS CEPLS | KOXKHS KO3 | R383X AKI POKAMY HE 33rOKROTHER | 1
LWOTVOKHS BOIRTE A0 NIK3PA. S021Te Milt 1370, OCTaMMi 2 POKM BiK LWOAHS BuMTYE I HOML 3 NOTIM
138 H3 pOBOTY, 3 NOTIM A0ACMY, A€ 3HOBY BUKTYE Tl HOMIL MOR CIM'R M@ (383/15H3, ANe BOMHK
HIKOAW HE 33BA3M HIKOMY 373, BOMI HIKOAK ME NPOCIAH A0NOMOMA, KaBimb KOAK yCe TaK
CXNAAH0 ¥ CaMNLY, | 33P33 AKICH TEIPVIHIN KOPHCTYIOTRCR THM, WO HIXTO HE 33XMCTHTS NERCIOREPIS |

owe

- e
* AKICE KANEKTADW A3BOMATE MOIF MaM, | BAMAra0Ts BIAAATY “60pru”, AKi ¥ IX WAXPARCRKHX
KOHTOPEX 200K 271080, LIS HeuOXAKED OCAIHYTI. CXINbKt § TaKKX iICTOPIR TH He wyE

o |8 HE 31210, WO pobumin, Moswy T3T081 H3BITE CRASANO US BCe MeH NOACHUTA, B0 BIk yxe
CTAPW | We MOXE PONOPATHCA Y BCROMY LILOMY HOBOMY BIAI 313, CXEMAX, HOMY CKAIAMO YRBHTI
BK U@ BCE NPaWoL.

30upaecs ye 3pobuTi, xom "Z00p™ MOAM NOAZBOMMAKM HOMY | CKa3asM, MOB/SE, "8 3MaILLOB

B3I AOKYMEHTH, & TeX YOpHOOMASYL, 33E3TE 3YCTRIMEMOCS, # BaM BCe NoBepHY”

« M Bci Bynu 8 Wwoui Takomy 3Miry o6CTaemK, TRK 2018 NoBepHynaca! Taro He noaas 3asey, 60
T A »” . 24 o ! S g’ ; s

WO TOAI Uue, AMOBIPHILLE 23 BCe, YN0 NDOMALYBAHKS, UK DE3/IBHA MOAMHE TOWO.., MNOTIM TaT0

NOAAE 33/BY NPO BTPATY AOKYMEHTIB, ane BYN0 Ni3H0, Milt HewacHni 5aTbko, RKWI yCe CBOE

Dararo... CTaB XepTeoko 3104118, AKI, A TEMEP MO/IOBHE, i3 TMM XasIongHym Hadbopom A0KyMEHTIE
(MACNOPTA HE EYAIO CEPE/ HNX HARITS) 622 npobaem Halpani KpeauTIe ¥ Piasmnx MaseHLrux
KOKTOPAX, AKI MM 3 BAMK NOCTIAHO OMMHIEMO, | 2HIEMO, WO Ue CTPaWHE WwaxpancTeo. (Cayxda
MUTTEBOrO KpeANTYBaHHA, MINICAH (2 pasnll), BOARET, IHCTSQIHSHC). OKPIM UBOro™ (TYT He ACHO
Ui BOHM CaMI, 4i TO paHilue Mpueart, Ak Bix OyBac pobuTs), HoMy Ha yHIBEPCAALHIN XapTU
NIAHRAM KPRAWTHIE NIMIT, AKUM BiK HIKONW HaBITh He KOPUCTYE3BCA, A0 50 THCHY P, 3 1oro
KPeAUTHO! K3PTKM IHANM YBECH TOM NiMIT, AK?77 Bik HaBTIL Me ryOne KPeaUTHY KapTKy, BOKH3
NeXana BAOM3, BiH 3aryOuE 23pnnatiy. AK AI0AM MOT/ K 3HRTH FPOLWI 33Pa3. KOAW AB0ETank!
NepesIpKu, TOWO?

Wy L ; i
| KPHCTANEH! AKOAK, BOHI HE XOUYTh CNEKYMOESTV THM, WO HOPHOGUABLI, TOLWLO, BOHW BIDATL, WO
BCE MOXHA EMDILLMTI, AKLIO CALLYBETH YeCHO NPOoLeAYPI.

Y SHLAt ~alauiais

Tenep TaTo Kaxe, Wo HoMy 3 NeHal Biapaxosys DakK y 33kpUTTR Bopry... Koav s nowyaa ue y
MEHE JYTMHUNOCA CapUe...

— [pOCHB BIA3BITYBATH, RKI CALANI AIT Dy K NPOBRARKI, MEHI HINOTO HOPMAZILHOMO He BIANOBIAM
K2XYTe WOCH TaM NPO TE, WO SOHM "He MOXYTe BTPYUITUCR B pobOTY QIHZHCOBIX YCTaHOB ..,

* ToGTO wyxi MOAN 3 BKPAASHAMIA BOAINCHIMM NPABEMU | TRNEOOHOM MOX)Te Dpatit Ha Bac
KPeANTY | MOMILYIR MINOTO 3 LuM He Moxe 3poburi?

* ZiH HIKOAW HE NPOCHB ¥ AEPXABH HINOMO, Bik HAMAMABCH 2380 POOUTI, AK TPEDA, HIKOMM He
SpOBOBAS CBOIM CTATYCOM, HIKOAM M@ CYMMIBIBCR ¥ TOMY, L0 Tpeba Gyno pobumi (Momy Ke §yro
1 30, KON SOHM STRITWM M. 3 BiH OPas ywacTs ¥ MAKELRaWT 38apil Ha YAEC). A 33pa3 yoe, W Bix
OTPVIMAE, Ue B AN 20 NOALN 1 XOIHVX 228xXBITHMX TMQumnx an?

* B Mt JFWM 20 UbOro, Mmoan? Hesxe 310 Taxe DaHanbhe | XAXWBE NONPH Te, ¥ WO MK
BIDUMO, NOMPK T8, YOS MU SOCAIAN 33 OCTIHM PoK?

* Taro 30p38 NOXBMANHHI JOKI IHETTA KPSAATIE, y HBOMC € 801 33A84 TOWO, 228 FoMy noTPibea
AONOMOTa MOZENR, MM we SaRgyxe, Wobu 3BMCTUTI AOTO BIA WOro 2ebupor0, Bananshoro
NPUMITUBHOTO 313, BIA MOAEH, AKI He BORTLCA aHI 3aK0My, awi Gora, a4 vopra

- A\




Po6oTa Hag noMuaKamwm

11O HE 3POBUB

NOCTPaXXAannm repoun icTopii axpancraea?



LLJ

AKLWO Y BAC BKPAJIN TEJIE®OH \ B BTPATUJIN TEJIE®OH
060B'A3KOBUN MIHIMYM: NPaBUNO TPbOX A3BIHKIB

A3BIHOK Ne1. HETAVIHO!

Ta 3a6nokyurte SIM-KapTKy

MA



LLJ

AKLWO Y BAC BKPAJZIN TENEPOH \ BU BTPATUJIN TENEPOH
060B'A3KOBU MiIHIMYM: NPaBUNO TPbLOX A3BIHKIB

A3BIHOK Ne2. MPOXXOIOM!

Ta 3abnokyure
KapTKW, paxyHKu Ta Aoctyn Ao IHTepHeT-6aHK / MO6GIiNbHUN 6aHK

MA



AKLWO Y BAC BKPAJIN TEJIE®OH \ B BTPATUJIN TEJIE®OH
060B'A3KOBUA MiHIMYM: NPaBUJ/IO TPLOX A3BIHKIB

A3BIHOK Ne3. HE TAKOHUU HACY!

Ta nonepeabTe, WO Balwl TenedpoH BKpageHO/BTPaueHo

3p06iTb MOCT / NONPOCITh 4PY3iB 3p06UTK NOCT B COLMEpPEexax

MA



LLJ

AKUWLO Y BAC BKPAJZIA TENNE®POH \ B BTPATUJIN TENEPOH
AouisibHO 3po6uTK

NO3Ha4YMBLUU NOro K «BKpaAeHUnN»
y CBOEMY 061ikoBOMY 3anuci Google / Apple ID

AKLLO BCTaHOBNEHa ABOXdakTOpHa ayTeHTUIKaLis, BBEAITb OAMNH 3 pe3epBHUX KOAIB / KOA NIATBEPAXKEHHS,
BiANpaBneHn Ha A0BIipeHN HOMep TenepoHy.

TinbKU-HO 3'ACYETHLCSA, WO TenedoH BaM He NMOBEpPHYTb, aKTUBYUTE pexunm BuganeHHs iHdopmauii.

MA



Ll MA

AKLLO Y BAC BKPAJIN TEJIE®POH \ B BTPATU/IUN TENNIEDPOH
AouinbHo 3pobuTtn

A0 IHTepHeT-6aHKY / MO6GINbHOro 6aHKy, e/IeKTPOHHOI NOLUTH,
Aep>XXNocnayr, couiasibHUX MepeXX, NOLITOBUX Ta KpeaAUTHUX cepBicCiB TOLLO

3MiHITb Naponi, AKi B BUKOPUCTOBYBAIM B 3aCTOCYHKax Ta 36epirann y MobinbHOMy bpay3epi.
MNaponi 40 KPUTUYHO BaX/IMBUX CEPBICIB MakdTb BYTU Pi3HUMW.

Hanawitynte 3aHOBO ABOX(YaKTOPHY ayTeHTudikauito.



LI MA

AKLLO Y BAC BKPAJIN TEJIE®POH \ B BTPATUJIUN TENNTEDPOH
AouinbHO 3pobuTtmM

Mo>ke CyTTEBO AO0NOMOITU, AKLLO LLaxpal 3MOXXYTb
HabpaTtu KpeauTiB B M®O 3a 40ONOMOroro KpageHoro tenedpoHy
a60 3ani3Tn B KpeAUTHUW NIIMIT MO NNATDKHIA KapTui

OTpumanTe Big cniBpobiTHUKA Noniuii Ta 36epiravite TasIOH-NOBIAOMAEHHS NPO MPUUHATTS Ta PEECTPAaLit0 3as8BU



LLI MA

MIC/IA KPAXW TENIE®OHY

LLlaxpai MOXyTb TeniepoHyBaTV Ta Hagcunat BaMm SMS Big iMeHi
6aHka, MObiNbHOro oneparopa, cepBiCHOro ueHTpa, iCloud ToLwo,
06 nig pisHUMU NPUBOAAMM BUMAHUTU Yy BaC KOHQIAEeHUINHY iIHpOpMaLito,
AKOI IM BpaKye A5 3aBOIOAIHHA BalLMK rpoLlmMa, LdpoBOH OCOOUCTICTHO
abo o6 BigB'A3aT cMapPTHOH Big akayHTy Google (Apple ID)



MOI'PAEMO?



=2
game.ema.com.ua = (t



ZAOAAN ZAOAAN ZAOAAN ZAOAAN ZAOAAN
WAXPASA WAXPAA WAXPAA WAXPAA WAXPAA
Mpopasaino Xonigen ®ponosuy Nepirlora Banban Nypnbankin Qwerty MuykeH

Lif AISNLHICTS 3AIRCHIOETLCA 3ABAAKK NIATPMMUI AreHTeTBa CLUA 3 MDKHBPORHOIO

POSBUTKY B pamKax rpasTa, Hasianoro MNpoextom USAID «Tpanchopmatiin . - R
(IHEHCOBOTO CEKTOPY>. €MA °|x @ HaUIOHaﬂbI:!MM n |nterkassa

. 6aHK YKpaiH! N
Lit0 OCBITHLO-NIONYNSIPHY TPY «ZA0NENR Waxpass NArOTOBNEHO 38 NTTPHMKK
ATeHTCTBa CLUA 3 MIXHAPOAHOIO POIBMTKY B PAMKAX rPAHTA, HAAGHOTO MPOEKTOM
MeoexT USAID USAID «Tpaschopmauin GiHancosoro cexTopys. Bucnonnesi & Wil nyGnixauii aymxu :
«TPAHCOOPMALLS ®IHAHCOBOIO CEKTOPY» HEo608'A3K0BO BINOGPEXE:0THL NOTNRAM ArenTCTBa CLUA 3 MDKHEPOHOID PO3BHTKY TR ue Paica Genopoecoka
abo Ypagy CnonyyeHux LLITaTIs AMepusm KpeaTus & nusany: Papacario Works front « end development: Digicode

© 2020 «3ponai W® 2020 Acouiauin EMA. Yci npasa 3axuulieHi Biaryxw YMOBW BUKOPHCTaHHA NoniTuka KoudiaeHuinHoCT




KOro BYAEMO ZAONATI?

ZAOAAN ZAOAAN ZAOAAN ZAOAAN
WAXPAS WAXPAS WAXPAS WAXPAS

CemeH LLKOHKIH Cim Cimuny 3BOHKIN Mokpawennn ki no Cnokycauka




HacTtuHa ll

NAATDKHA KAPTKA



BALLE KOAOBE C/10BO
ANA BIAAANEHHOT IAEHTUDIKALLT B BAHKY

A. AliBoye npizBULLEe MaTepi B. IM'a AOMAaLLHbLOro KOoTa

C. AliBoue npissuLue D. AnxnopandeHintTpunxnop-
CBEKpyXu (TeLwi) MeTuIMeTaH



NMPABWJ1I0 MYAPOIO NMAPAHOIKA

He BUKOpUCTOBYMTE CNpPaBXXHE AiBoYe npissuLle maTepi
fIK KogoBe C/10BO

MA



NMPABU/1O MYAPOIO NMNAPAHOIKA:

BcTraHOBITbL iHAMBIAYaNbHI NiMiTH
Ha onepauii 3 BalWoo N1aTDKHOIO KapTKOKO

Knapa y Kapaa ekpana kapmky,
y Kapaa Ha kapmuyli ecmaHoeieHUU aimMim!

MA



NMPABWJ1IO MYAPOIO MNAPAHOIKA

HanawTtynTte cnoBileHHA NpPo 34iMCHEHHSA YCiX onepawin
3 BUKOPUCTaHHAM BalUoOl KapTKu



Shanovnyi kliente, vasha
kartka zablokovana na 62 dni

zgidno z reglamentom banka.
Info-centr: +380950870306
www.oshadbank.com




BU OTPUMAIN CMC
MPO B/IOKYBAHHSA BALLOI KAPTKM

TepmiHOBO 3atenedoOHyIO Lle, mabyTb, nomuaka.
3a BKa3aHUM Tes1ie(pOHOM Al He kKnieHT «OwaabaHka»
3atenedoHyro Ao 6aHKy, TenedpoHyBaTH

wo6 gisHaTuca, wWo cranocs HiKyaun He 6yay



NMPABU/1O MYAPOIO NMNAPAHOIKA:

TenedoHyroTb 3 6aHKy abo orpumanu SMS Big 6aHKy
«TepmiHOBO 3aTtenedpoHyuTte!»,

NMpunuHiTL pO3MOBY Ta CAaMOCTIVHO 3aTenePOHYyNTe
A0 cBOro 6aHKy 3a HOMepoMm, Lo BKa3aHUMW
Ha Bawin 6aHKIBCbKIW KapTui

MA



BAHKIBCbKWI CMIBPOBITHUK TEJIEGOHOM
MPOCTb HABPATU BAHKIBCbKWI SMS-INMAPOIJ1b

B TOHAJIbHOMY PEXVMI
A. Habepy. B. Ha6epy.
Tak A1 He po3naTaKylo IVR — 6e3neyHa
napoJsib Brosaoc 6aHKIBCbKa TeXHO/0ria
C. A 3BigKu 11 3HaHO, D. 1 He 3HalO,
L0 TeNnedpoHyTb fIK nepeBecTn TenedoH

came 3 6aHKy? B TOHANIbHUW pPeXXUM



ONA NEPEBCTAHOBJ/IEHHA MOBIJIbBHOTO AOAATKY
BAHKIBCbKWIA CMIBPOBITHUK TENE®OHOM

MPOCUTb HABPATU «**217% +38 XXXXXXXXXX #»

A. Habepy.
[laBHO B)>Xe XOTIB BCTaHOBUTU
MO6iNIbHUA A0AATOK,
ajie He 3HaB fIK

B. Ha6epy.
bo )K MeHe He NUTaKTb
KOH}iAeHUiINHI AaHi KapTKu

C. A 3BiaKM A1 3Hal0, D. He noTpi6eH MeHi Ton
Lo TeNnepoHyTb Came 3 6aHKy? MO6inbHUI AO0AATOK



YEPE3 BIPYC HA BALLOMY CMAPT®OHI BAHKIBCbKNW
CNIBPOBITHUK TENE®POHOM NMPOCNTb BCTAHOBUTW
MPOIrPAMY TEAMVIEWER, ANYDESK TOLLO

A. OT, xanena! B. BcTaHoB10,
3po3ymino, ane Kog niaKAYeHHs
110 BCTaHOBJ10! A0 NPUCTPOI0 — HE HajaM
C. A 3BigKK 11 3HalO, D. Y meHe

O TeNNIePOHYHTh CamMe 3 6aHKy? Nokia 1100



NMPABM/10 MYAPOIo NAPAHOIKA

Tene¢poHyOTb 3 6aHKY, Big MO6IIbHOro onepaTtopa, nosniuil,
NPUNUHITL PO3MOBY Ta CAMOCTIHO 3aTenepoHyuTe
afpecaHTy 3a HOMepoM, L0 BKa3aHU Ha NOro
odilinHoMy Be6-canrTi a60 BaLlin 6aHKIBCbKiN KapTui



1 BamMm ni3Hiwe

cam 3aTesiePpoHYIo

3a HOMEpPOM, L0 BKa3aHUU
Ha MOIN BaHKIBCbKIN KapTL|



Bu oTtpumanmu SMS 3 6aHKIBCbLKOro Homepa npo Heo6XiAHICTb
OHOBJIEHHS IHTEepPHeT-6aHKY Ta NOCUNIaHHA HAa 6aHKIBCbKY CUCTEMY,
Ae NoTpi6bHO BBECTU JIOTiH Ta NapoJib. B pa3i HEOHOB/IEHHA CUCTEMU

NPOTArom 24 roavH Ballui paxyHKu 6yayTb 3a6/710KOBaHI

A. OHOB/IO IHTEepHeT-6aHK B. MNepeBipto naHuor
3a HAJaHUM NOCUNIAHHAM noBigomMneHb Big 6aHKy

D. Y meHe HeMa
C. 3aTene¢poHyio A0 6aHKy IHTepHeT-6aHKy



Ll MA

NMPABWJ1IO MYAPOTIO NMNAPAHOIKA

Homep TenedpoHy 6aHKy Ta MO6GIILHOro oneparopa MO>XHa NiAMIHUTH

€ CYyMHIBU, —
CaMOCTINHO 3aTeniepOHYNTE agpecaHTy 3a HOMEpPOoM, L0 BKa3aHUN
Ha noro odiuinHoMy Be6-canTi abo Balliy 6aHKIBCbKIW KapTui



MA

NMPABW/1O MYAPOIO NAPAHOIKA

He po3ronowynTe TepMiH Aii, TPU3HAYHUMN KOA 3i 3BOPOTY KaPTKW,
SMS-naponi Big 6aHKy Ta M06inbHOro onepartopa

Ana oTpMaHHA 6yAb-AKOro nepekasy Ha Bally KapTKy
AOCTaTHbLO HaAaTwu nokynueeBi (BignpaBHUKY) nuLue ii HOMep



AK MPABUJIbHO
NMPUKPUBATWU BBEAEHHA MNMIH-KOA,




NMPABU/1O MYAPOIO NMNAPAHOIKA:

NMpukpusante MNIH-koA nia yac BBeaeHHsA Tak,
Wwo6 noro HemoXkaiMBo 6yno 3untTaTn 3a 4ONOMOrOKO
BCTaHOBJIEHOI NOPYY MIKpPO-Kamepu

MA






A MOXXHA NMPOAATA
CBOIO KAPTKY?



MOACHITb
CBOIM CTYAEHTAM:

3apnnaarta «apona» — 10%.

Ha uan ta yurapkm B CI130 BucTtaumTb,
aJie, Un BOHO TOro Bapre?

byabte 06epexkHi 3 nerkum 3apobiTtkom!



[MOIPAEMO?



=2
game.ema.com.ua = (t



ZAOAAN
WAXPAS

Beaneunni Ktynxy

ZAOAAN
WAXPAA
ATM 3omb6i

ZAOAAN
WAXPAS

Npopnasaino

ZAOAAN
WAXPAS

Kewa Tpenep

ZAOAAN
WAXPAA

Koa na Biwwny

ZAOAAN
WAXPAA

Niarnapanno

ZAOAAN
WAXPASA

Tumodin B'rosep

ZAOAAN
WAXPAA

Byxaub BocrpoByx

KOro sYZIEMO AONIATU?

ZAOAAN
WAXPAS

God save may card

ZAOAAN
WAXPAA

CupHuii l'asa

ZAOGAAN
WAXPAS

Buxkpapau poHaris

Famner

(o)
L




HactuHa lll

IHTEPHET
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MPAKTUHHA POBOTA

MeTa:

* [MpuaymaTti CTIMKMA Napoab 40 eNeKTPOHHOI NOLWTH.,

O6naaHaHHSN:
* apkyLl nanepy
* oniBeub\py4ka

3aBaHHA:

* 3anMWnTb Ha apkywi 10 BapiaHTIiB Napoas 40 BallOi eIeKTPOHHOI MOLWTH.

Hac Ha BUKOHAHHA:

* 3 XBUWINHW



MA

PE3Y/IbTATU MNPAKTUYHOI POBOTW:

Yce, WO BM Hanucanu, Tak um iHakwie 6yae acouiloBaTuUCA 3 BaLLOKO
po60To10, CiIM'EI0, 3aXOMN/IEHHAMMW Y/ TUM, L0 BaC OTOYYE:
iM'St AUTUHW, yNio61eHa NiCHA, KHUra abo Xyao>kKHUK,
AOMaLUHSA TBapuHa, MapkKa aBToO, ytob6sieHe MicTo, X06i TOLLO




AK MOXXYTb INAIBPATU BALLU 1NAPO/JIb:

NMib: ®PepgopoBcbKa Paica CtaHicnaBiBHa

AaTta Hapopy)keHHs: 01.04.1978

Po6oTa: Kibepbe3neka

Xo6i: ropy, MUCTELTBO

AiTn: A3BiHkKa, Hasap

AomawHi ynwo6bneHui: BoHHa, KBiHi, MNaHc, Bynbka
MoBa: yKpaiHCbKa

TunoBi KOM6iHaLil cnabKuMx naponis:

01041978 abo fera01041978 abo raya010478
cyber01041978 abo security010478 abo ema0104197/8
everest8848 abo ushba4690 abo bruegel16
dzvinka2009 abo nazar2012 abo dzvinka+nazar2

6ynbka2010 abo queeny2019 abo bonnal23



Gmail\iCloud, NpuBaTt24, Facebook Towo

MA



NMPABUJ/1IO MYAPOIO NAPAHOIKA

CTBOpPITb CTINKNN Naposb, AKUA BX 3MOXKETe 3anamMm'staTtm

Maponi Ao IHTepHeT-6aHKY, eNeKTPOHHOI NOLUTU Ta couliaZibHUX Mepex
MalTb 6yTU YHIKabHUMM Ta NigcTpaxoBaHi Apyrum ¢aktopom (2FA)

Maponi, 36epeXxeHi B 6pay3epax, - Le 3710
He ryrniTb Ta He nepeBipanTe CBOI Nnaponi B IHTepHeT



NMAPOJII MAKOTDb BIAPISHATUCA!



AK BUKOPUCTOBYBATU OAVH NAPOI/Ib,
HE BUKOPNCTOBYHO4H OAHAKOBWW MNAPOJIb
A1 PISHUX CEPBICIB

«BapeHUKu B CMeTaHi»: TAQAA

WAXPASA
Qwerty MuykeH

v@rEnlkl.v.smetAnl — 6a3oBa naponbHa ppa3sa Ak ctBOpPUTH

Ta
Mpuknag mogidikauii napons nig pisHi cepsicu: 3anamM'ssTaTu
Ona www.next.privat24ua-2NXTv@rEnlkl.v.smetAnl CTIMKMW
Ana www.accounts.google.com - 3CCNv@rEnlkl.v.smetAnl naposb

Ona www.facebook.com - 3FCBv@rEnlkl.v.smetAnl

Po3po06iThb CBiX BlacCHUM npuHUMn moaidikauii napons gna pisHUX
cepsiciB. lonoBHa ymoBa - 6a3oBa naposibHa ¢ppasa mae 6yTu CcTinkoto!



11:32 o1, | TE @) eNiatpumka A19 A OTKpPbITb C MOMOLLbIO... ¥

OCBB "MEPEMOTA-108" | Ykp... & >

vwnat can tnis pot aos NR- 46
138 y4aCTHWKOB 0849 8 &

OoiujirHniA npoekT Mpueatbanky ==

Jliopmuna KapueBa

& Ko)XHOMY nepecesneHLio B
YKpaiHi gep>xaBa BMniayvyBaTtume ‘ s v +380980677262
LLIOMICALA AOMOMOrY B PO3Mipi Wi
4.000 TrCSaYi rpUBEHb.

Bitaemo! Bu nignucanuck Ha 60T elliagTpymka - cepeic Ansa
Jonomora Big, PavidaizeH baHk Aonomoru

Wcnonb3yite /off 4TOOBI NPUOCTAHOBUTL NOAMNMCKY.

XoTuTe co3aaTth cBoero 6oTa?
Bam croga: @Manybot

& Otpumartt 3000 UAH

Bce nepeBipeHO, MOXHa OTPUMYBaATKU
KowTu!

"*Biraemo! Bam
Hapaxosasa rpowosa
aonomora PB24. 6500 rpw
3apaxysartu Ha

[HCTPYKUis ANA OTPUMAHHS:
&4 Nepeingits y nocunamHs Tpoxm HUXYe
w HaTucHiTe oTpumMaty 3000 rpH SK NokazaHo Ha poTodikcauii

@ YBifgiTh A0 KabiHeTy MpuBaTt24 i ouikyiiTe Ha BUNAaTy ( A0 5
XBWU/INH 4acy )

Hanuwwute coobuieHue... @ https://privat24.s-pay.pro/get/0268644897

& &© O @




NMPABM/10 MYAPOIO MNAPAHOIKA

Migpo6neHa Be6-CTOpiHKA MOXKe HiYMM He BIAPISHATUCH Bif,
CNpaB>XHbOI, 3a BUHATKOM agpecu B agpecHOMY paaKy

MA




BAM NMPUMLLJIO NOBIAOMJIEHHSA
BIA NOAPYT. BAM LIKABO.
4 BAPTO NOAVNBUTUCA?

Look who died ... == @
https://photo.lsj.quest/

Moausniock. 3a nepernsag, @ m3cawmed s
rpoujeﬁ He GepyTb JIEHUMK, YXOAM C ITOI

CCbIIKW, €CNIN €CTh
AHTUBMPYCHWK, 3aMyCTh,
€C/IN HET, NOCTaBb, XOTb
NPOCTOW 6ecrnnaTHbIN
ABaCT U NPOCKaHUPYIA

JMBAIC, HA KOTOPOM

3a nmnimTaro no A pyry' OTKpPbIBaNa 3Ty CCbUIKY.

I'noxan ccbinka. O TOM, KTO
yMep pacckaxeilb
CNoBaMKn

Ja, poraaanach(

He oTKpbIBaiA, MeHA

UM B Hel BCe rapasp, @ exym




NMPABWJIO MYAPOIO NAPAHOIKA

“Don't click shit!”

MA



O3HAKM

Npusabnuea a6o NAYHa TEMa NOBIAOMNEHHA
wBa anrpass Jl7mu‘~~l o HaC 2000 ORICTE Bl A0CORODOMS,
B T s

Bignpasuuk - Hesigomuid, abo agpeca
bCA CXOXOK0 Ha GankiBChKY (AepXycTaHoBW)
V2 lepraer ru prvatbank@gmal com, podamovadiur, net

3neocobnene
mliiarermint 3w tn A LKINOT VA ADN1 s o THE MR GO AT PO TE ' .
HanBHICTL NOCUNAHHA, BKNAAEGHHA

Ta NPUMAHKK, AKA TaK | moTuByE KNIKHYTH Z

Jum 0t werpay 317 000 rpseeses RORAITE 8 POCAASM RN

0

-

HeobXigHICTL YBIMKHYTW BUKOHAHHA Ma

L eper TRy IO GaIkITY veeAia N BN Y TH IMICT Cotdihe sty

I'pqmmul nomMuMnkKn
EYLATOM AN R LIS R o ATE I

SAXWNCT “mzee
s o il Ohe Lo
=




NMPABU/1O MYAPOIO NMNAPAHOIKA:

[lomeHy 30Hy, BiK, TEpMiH peecTpauii Ta penyTtauito Beb6-canty

MA



B NMOMIY



www.ema.com.ua/blacklist/



auma EMA / Customize

P o

MA

+ New 2 EditPage §d @

RU HOBWUHW

LLikona kibepbesnekun

BlackList EMA

ba3a LWaxpalncbKnx CaUTIB — pe3ynsLTaT LWoAeHHOro MOHITOPWHIY, MPOBeAeHOro ekcneptamm Acouiauil EMA, a Takox 3aBAdAKM iIHbGopMaLlii, Lo
HaXOAUTL Bif Cyx6 6e3neky baHKIB, NNaTIXHWUX CepBiciB, Kibepnoniyii Ta nepeBipeHol iHbopmMaLlii, 3anvLLeHOol KOPUCTYBaYaMin Yepes

dyHKLIOHaN «3aABUTN NPO IHUMAEHT».

FPOMAASIHAM

KopucHe npo nnartexi

3/10/1A LLIAXPAS BISHECY

MoBiAOMUTK NPO IHUMAEHT

MPO HAC

BlackList EMA

KOHTAKTHK

o0 mQ

BinniA cnncok  Tnocapii

PekoMeHAyEMO TakoX 03HAWOMUTUCS 3 HaLLVM Binnm CAUCKOM — NepesikoM NnepeBipeHnx Ta HafiiHUX NNaTixXHUX CepBiCiB.

MpoBepuTb NOAO3PUTE/NBHbIA CAWT:

BeeguTe agpec caita

20.08.2022

®oHpA rocyfapcTBeHHOR nogaepKu K 30-

netuio NpueatbaHka

Yepes aHKeTy y Bac 6yfleT WwaHc Nony4nTb

3000 Euro.

8741171

SR 22 2 SPEL S ) TP

https://infcjal.cn/FAQVRpED/privatbank-mfq/?
t=1660928740797iylims1660922189478#166092

20.08.2022
e ———

(24

L e e ] Sy Smgrn e e

Mrares: o=rasks fes pepa-dees Sy Ly s 30 g

_ N

[ [STT—

B s rom s o ey # Houosen

https://privat24.com1465.website/16609220982
O/receive

20.08.2022

- Crpmume warmm

™ e SPR— WATIIIRAL ]

https://next24.xx-pay.me/personal/9955487919




CheckMyLink



C # checkema.com.ua = w O o

A = MEHIO

NepeBipTe Bebcaumr:

[MepeBipTe BEOCANT, AKMM BU XO4ETE CKOPUCTATUCH, Ha LWIAXPancTBo, (PILUMHN Ta HAsABHICTb LWKIANMBOIO NporpamMHoro 3abesneyeHHs

(BBeﬂ,in anpecy sebcaiTy, Akl BU B XOTiNW nepesiputu e>

MoBigoMUTH NpO WaXpalUcTBO




< C @ rozetka.com.ua & C @& jimytop.com
-] @ BENMYE3HMI PO3MPOOAX - -

JIMYTOP @ £~

Home New in TOPS 4,FLASH SALE4> DRESS BODY JEWELRY

00 OHA HE3AJIEDKHOCTI

senmuesiilFl
PO3MPOOAN -

255 ,‘. .

/7‘\)

i "'
\

KaTtanor TOBapoOB

Q HoyTbykun 1 KoMnbrOTEPLI > |M| CmapTponsl, TB n
L) anekTpoHuka a
[6] Beiosas TexHuka > (& Tosapsl anst noma 3 FLASH SALE

\\
@)  CaHTexXHUKa ¥ PEMOHT > 35 [auva, cag v oropoa e
= i B et 3
E] ™ "] N ]




€ma

Mu nepeBipunu rozetka.com.ua pusmku

Mu BBaxaemo, Lo Beb-canT, WBMaLLle 3a Bce, € 3aKoHHUM legitimate

Mu Eamacmo,_ o Beb-calT,_MO¥IWED, 3aHOHHWNA

Scamadviser: © BucokMii NOKazHWK OOBIpH
APWG: He noeigoMnaeTsca npo ilmHr
CleanBrowsing: @ BwuicT He 330noK0BaHO

€Ema

Mu nepeBipunu jimytop.com pu3nku

Llein BeB-canT moxe OyTH HebesneYyHUM ONA BUKOPUCTaHHA
Mu esaaemo, Wo BeG-caNT,_MOMNAWED, 38KOHHKMA

Scamadviser: © [y:xe HMU3bKUA piBeHe 40BIpK
APWG: He nosigomnAaeTsca npo dillikAHr
CleanBrowsing: @ BwmicT He 3abnokoBaHo

Complytron:
DNSFilter:
FlashStart:

1Q Global:
MyWOT.
NetSTAR:
Pulsedive:
Quads:
Sitejabber:
Trend Micro:
Trustpilot:

Xolphin:

©@ L2 cailT He No3HAYEHMIA AK CYMHIBHMIA b0 LUKIZNWBKA

© BuicT He dinbTpyETHCA

@ BwmicT He dinkTpyETLECA

@ H¥oaHux NokazaHb He sHaigeHo

© 4.5 zipok (201 sigrykis)

@ This site isn't reported for phishing or abuse by NetSTAR

© He noeigomnanocs 3a ocTanHHi 3 micAui

©@ 3nosMucHe nporpamie 3abe3ne4eHHa He NoBILOMNAETLCA
HEMaE Biarykie

O Cendg

@ 3.6 zipox (56 Biaryxis)

@ Cepmudikar S5L gificHWi

Complytron:

@ Llei caiT He NosHaYEeHWA AK CYMHIBHWA ato wKianueui

DNSFilter: © BMicT He hinbTpyeTbCA

FlashStart: @ BumicT He inkTpyeThCA

1Q Global: @ HooHWX NoKazaHb He 3HalgeHo

MyWOT. HEMaE BiOrykie

MetSTAR: @ This site isn't reported for phishing or abuse by NetSTAR
Pulsedive: @ He nosigoMnAnocA 3a ocTaHHI 3 Micay)

Quads: @ 3noemWcHe nporpamMHe 3abesne4yeHHA He NoBIgOMNAETLCA
Sitejabber: HEMaE BiOrykie

Trend Micro: HenepegipeHuit

Trustpilot: HEMaE BIOryKiB

Xolphin: @ Ceprudiikar S5L gilicHWi



QSCAMAD‘“ISEH m% LWykaTn se6-caiT... Q Moeigomut | [lonomora Ta inpopmauin | e | UK w
LLlo BU oyMaeTe npo rozetka.com.ua?
PeWTUHr goBipu
100 ! 100 15 2 G 11 24

Lo ue?

4.3 /5 based on 259 reviews

Mo3UTUBHI MOMEHTH
" L&l eeb-caiT otpumye Garato Tpadpiky zrigHo Tranco ()
Mu aHaRWNK KinbKa NOSMTHEHKX Bigrykie Npo Wel canT
Mu 2HafwnK cepTudikat 551 (Xolphin)
BracHuk caidTy Tpreanwii uac NpeTeHaYBaE Ha AOMEHHE iM'A

Lle eeb-calT icHye exxe gocuTs Darato pokie

L S S N W S

Trend Micro gosipAe usomy eeb-caidTy

MOKA3ATU AETANbHUA AHANI3

Flashstart He BMABKE WEIgNWEKX Nporpan ilUMHMOBDT AaKTHEHOCTI

HeraTUBHI MOMEHTH



YEARS

¥/ scamapviskeR [

LUykaTtu eeb-canT... Q Noeinpomutu | [onomora Ta indopmauin | s | UKw

LLlo BU aymaeTe npo jimytop.com?

PeWTUHr goBipu
1/100

0 0 0 0 0

Bigrykie Hemae. 3anuwiTe BiOryK Nepuwmm.

Lo ue?

A MeHi NoBEpHYTH TPOLLIT ORDER VERIFICATION

MoeipoMuTy npo thakT waxpadcTEa

[MO3UTUBHI MOMEHTH HeraTuBHIi MOMEHTH
& Lleil Beb-calT nponodye Apy:#Hi cnocobu onnaty «[ToEepHYTH rpoLis ¥ BnacHuk eeb-caiiTy eumkopucTtoeye cnyxby, WwWod npuxoeatk ceow ocody
v Beb-caiT € cropiw 2a Bce oHNaWH-MarazuHoM (Mopagu ANA Nepesipky WaxpaicTe B IHTEDHET- 3a paHumun Tranco ued caidT Mae HU3bknil peATuHr Alexa

MaraszuHax)

Benuka kinkkicTe nigospinux eeb-caiiTie Ha Ueomy cepeepi
' ZHaigeHo ceptudpikaT S50 (Xolphin)
AOCTWHIOEA KOMNAHIA Mae BMCOKMIA % cnamepie | Wwaxpafcekmx canTie
JrigHo DMSFilter, uei caiT € GeansyHumM,

<

Ha usomy eeb-caidTi npogatoTecA NnonynApHi TOBAPK, AKMM HAAAKTE Nepesary Waxpai
&' 3a panumu Flashstart, uei cait He MicTUTE diluMHIOBIX YK LUKIANMBWX NpOrpan.

NMOKA3SATU AETANbHUW AHATIS

X X X X X

Len eeb -caiiT (gy#e) Monogui.



NMPABU/1O MYAPOIO NMNAPAHOIKA:

Ha BiTUM3HAHUX cauTax, TOProBesibHUX NJoLwaaKax
Ta B pa3i OTpMMaHHA NJaTHOI Nocayrn —
ornJiata ToBapy/nocsyru amwe nicas ix oTpuMaHHA

3amMmoBaAUTe TOBapu 3 nonepeaHiM BHECEHHAM onsaTtu
nvuwe y nepeBipeHnx IHTepHeT-npoaasLiB

MA



B/ KYMYETE TOBAP HA OLX TA OTPUMA/NW
Bl NPOAABLIA MOCUIAHHSA
HA OLX AOCTABKY YEPE3 MECEH/KEP

A. Al Kpawye
Hagiwnw nepeaonnarty
Ha 6aHKIBCbKY KapTKy

B. Oxouye cKopucTarChb
NOCUNAHHAM ANA onnaTun

D. Mosigomnio OLX

C. MeceHgykepaM — He AOBipsio! NPO NOPYLLEHHS



B/ NMPOAAETE TOBAP HA OLX TA OTPUMANW
BI4 MOKYMNLA YEPE3 MECEHDKEP MOCUJTAHHS,

3A AKUM B MOXXETE OTPUUMATY NEPEAOMNATY HA KAPTKY,

BBIBLUW i PEKBISUTW (HOMEP, TEPMIH Ali TA KOZ, BE3MEKW)

B. Oxoue cKopucCTarCh
A. Kpalue noyekatro NOCUNAHHAM — HILLO TaK He
Ha iHWWMX NoKynyuiB 3MIiLHIOE AOBipYy A0 NOKynus
SIK nepeaonnaTa

D. NMNoBigomnrwo OLX

C. MeceHmKepaM — He f0Bipsio! NpPO NOpPYLLEHHS



VISA @

Onepauil yepes 6aHxIBCHKI KapTu VISA ato MasterCard. besneka
0OPOOKHM 3 NNACTUKOBMX KAPT rapaHTye 6aHK-eKBanep

Homep KapTku

Cpok gencTeus CVC-xog @

J(= |

o orpumanHa: 150 rpH

& Bawi aawi HagiRHO 3axKLeNI

B/IACHUK KAPTKM

Homep xapTen

BnacHux xapTam

Tepmin gil

Micaus Pik

cw

Bananc xapTim

Cyma po orpumanua: 200 rpH.

Opepxaru rpowi



1Ll MA

NMPABM/10 MYAPOIo NAPAHOIKA

He nepexoabTe y meceHAaXKepw!
OLX-canT oguH - OLX.UA (mo6inbHa Bepcis - m.olx.ua)
Yciyrogu 3 «OLX [locTtaBka» nuwie Ha OLX.UA

AN oTpUMaHHS rpoLwen Ha NNaTidKHY KapTKy NoTpiéeH auwe ii Homep



METAVEARSE FACEBOOK SUPPORT GROUP

Mosinomnsiemo, wo 8 pamkax akuit METAVERSE
(Facebook) Ha 2022 pik Bam NpUCYKEHO rpoLLOBUIA
npu3 y poamipi 5 600 000,00 espo. Y 38'saky 3
TpuBa4ol aecrepbinizauieto YkpaiHu. Y kepisHuuTea
Facebook Hemae iHworo subopy, OkpiM sk gonomaraTi
rpomagsHam Ykpaidu Bcima moxnusoctamu. Llen doHg
npu3aHavyeHun ans Toro, wob v Mornu noginuTucs 3
poOAUHOIO Ta ApYy3saMu Haskono sac. Wob nonerwuru
IXHi cTpaXaaHHa, nocTpaxaani Big Uiel BiiHW.

BitaeMo 3 TUM, WO BK CTAnNU O4HUM i3 NOAEN, AKUX MU
obupaemo. My pekomeHAYyEMO Bam HagicnaTu Taky
iHhopmauio ao ogicy posigHuka META, wob
06pobuTK BaLwi npeTeHail.

1. MNoBHe iM's:

2. Kpaina:

3. KoHTakTHa agpeca:
4. Homep TenedoHy:
5. Npodecis:

6. Bik:

(3 mipkyBaHb Geaneku MU pekoMeHAYEMO BCIM
nepemoxusam 36epiratn koHdigeHUIRHICTL Uiel
iHthopmauii BiA rpoOMaackLKOCTI, AOKM Balla NpeTeH3in
He byne o6pobnenHa ta sugaHa sam. Lle € yacTuHoo
Haloro NPoTokony Gesnekn, Wob YHUKHYTH NOABIAHMX
NPEeTeH3sin)

&= Orpoturs w Mepecnars

AA & mail.ukr.net G

News Ukraine

Peknama -

pomagsHun YkpaiHu oTpUMaroTh MpoLLOBI
komneHcauil Bia 8900 rpueeHb Big KpaiH EC.
[ANa oTpMMaHHsA BUNNaTy NoTpibHo NpounT... Ewe

i AN Jd Hn avJIb i 1. Hip 1

1 SYUU roH BU1 EBDONCUCHKMX NIEDKAR

EUROOPROSO0.YOLASITE.COM

. " . ' MNoapobHee
HartucHitb "[lisHaTtucs 6inbue” 2
O®s 7022 4 372 komMmeHTapus * NMogenunucek: 1755
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Peknama - &

YKpaiHui oTpuMaroTb rpoLIoBy AONOMOrY Bif
KpaiH EC. Mbl nosepHemo N/[1B 3a ocTaHHI 3
POKM 3rigHo 3i cTaTteto 357/3
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TepmiHOoBa HOBMHa.
Oi ® 16910 730 kommeHTapues -« NMoaenunuch: 3 738
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ov.ua . .
] W Jogam iz
I Jlep&aBHi IOCIyTH OHIAilH NOpPYIIEHHAM 30pY

YPA10BUH IIOPTAJ

JlepkaBHi IOCITYTH OHJIAHH

TonoBHA

§ vy BHBeleHHA rpomei

. Pexsizuri: 4567 3469 2346 2387
CymMa nepekazy: 19 500 I'PH.
PesyneTat:

JI19 miATBepIKeHHA nepeKasy, BaM moTpidHO CILIATHTH Jep:KaBHE MHTO B po3Mipi
228 I'PH, micaig yoro mepekas oyae 31ilicCHeHO

ONIIATHTH i BHBECTH



NMPABM/10 MYAPOIO NMAPAHOIKA

Komicil Ta nogaTku He cNNavyrThCa Hanepea,
a YTPUMYHOTbCS OpraHi3aTopom akuil (KomneHcawii)
3 CyMu BUrpawuy (KomneHcawii)



LLIO BU 3POBUTE, AAKLLLO B/IACHOPYY
MEPEKA3AI FPOLLI LLUAXPAIO

B. 3BepHycA i3 3aABOI0 A0
Ki6epnoniuii oHnawvH
www.cybercrime.gov.ua

A. HeranHo 3a6n0KyI0
CBOKO KapTKy

D. 3BepHycs A0 6aHKYy,
LLLO BUNYCTUB
KapTKy Liaxpas

C. 3BepHycs Ao
CBOro 6aHkKy



AJITOPUTM AIA:

TepMiHOBO 3BepPHYTUCA A0 HBaHKY, WO BUMNYCTUB KaPTKY LWAXPas, 3 MPOXaHHAM
3a610KyBaTW KapTKy Ta NoBepHyTn Kot ABO 3BepHYTUCS 40 CBOrO HaHKy 3
NPOXaHHAM AOMNOMOr B MOBEpPHEHHI KOLUTIB.

3apeecTpyBaTty 3aaBy 40 Kibeprioniuii oHnanH

HagaTtu peectpauinHunii Homep 3asasu 40 Kibepnoniyii 6aHKy, Lo BUMYCTUB KapTKY
Laxparo / CBOEMY BaHKy.
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ZAQAAN
WAXPASR
Benuuwii Komnencarop

ZAOAAR
WAXPAR
Kir Bonpockin

ZAOAAN
WAXPAS
Kypa'ep Xyuna

ZAOAAR
WAXPAR
Neaifora

ZAOAAN
WAXPAS
138 Mawmnxin

ZAOAAR
WAXPAS

Kir Ba6nockin

ZAOAAN
WAXPAR
Npopasaino

| ©

Gepnioa

EN

0

IncTaporamiyc

®

()

ZAOAAN
WAXPASR
Naitk Xakep

ZAOAAN
WAXPAA
Moxynaino

ZAOAAN
WAXPAR
Napewa Pena

ZAOAAN
WAXPARA
Aidonn ARdoHs

Deit Kpamnuanui

ot
0

ZAOAAN
WAXPAR
OaHOOKM# X10

®enip Muxainosm

ponl

(£)

ZAOAAN
WAXPASR

Pubanaizep

ZAOAAR
WAXPAR
HRiowa Fanepisna

ZAOAAN
WAXPAR
Crapwit Aponmix

ZAOAAR
WAXPAR
Ciopeaipyc

ZAOAAN
WAXPAS
Waxpai Tropinra

ZAOAAR
WAXPAR

Binoc Bruxanxin

ZAOAAR
WAXPAR
Noneniox Kasosmit

ZAOAAR
WAXPAR

Tuus Woxonanwi

ZAOAAN
WAXPAR

Pubanka 3auuannuin

ZAOAAN
WAXPAR
Uan Burpasaitno

ZAOAAR
WAXPAS
Xonigeh ®ponosuy

ZAOAAR
WAXPAR
Kapa6oc Bapaboc

P,

KOro bY4EMO AOSIATA?

ZAOAAN
WAXPASR
Ens Nocxagop

ZAOAAN
WAXPAR
®pono Insectop

ZAOAAN
WAXPAR
Cxinacuy

ZAOAAN
WAXPAR

Dantom THXOXOAKS

MA
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Paica PepopoBcbKka

fera@ema.com.ua
+380 50 390 10 26

WKONA
W< EmA



