HauioHanbHuiA
6aHK YKpaiHu

NMMAH-KOHCHMNEKT
YypOKy 3 chiHaHCOBOI F(PaMOTHOCTI
"lMpaBuna nnartixkHol 6e3neku.
Buau waxpancrtsea”
ANA YYHIB cepeaHbOI LWWKOMKU
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3MICT
. PosropHyTuin nnaH Ta 3aranbHa iHpopmauia Nnpo ypok.
. XTO Taki waxpai?
. Bug waxpancrtea "doiinHr".
. [MnaTixkHa 6aHKIBCbKa KapTKa.
. Bua waxpancrea "BilUMHI (TeNegoHHe WwaxpancTso).
. Bua waxpanctsa "ckimiHr".
. CmapTcoH Ta MeTOAMN 3axXmUCTy cCMapT(oHa Bif LWaxpais.
. [Maponi: sk CTBOPUTK CKNagHi Ta YHikanbHi naporii.
. Pecypc ans y4HiB ans noninweHHA BNacHMX HaBUYOK i3

nnaTixHoOT 0e3neku.
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Tema ypoky: "lMpaBuna nnartikHOI 6e3neKu.
Buaun waxpaucrea”

MeTa ypoKy: HAaBYMTU YYHIB NpaBun nNnaTixkHOi 6e3nekn, No3HanomM1Tn 3 BUAaMu
Ta cueHapisMu LaxpancTtea, wob ybepertu y4HiB Bif Taknx BUNagKis.

TepMiHun, Npo AKi YYHI Ai3HaTbLCA Nig Yac YPoKy: (ILUNHT, BILLWHT, CKIMIHT.

Po3ropHyTuin nnaH ypoky

1. XT0 Taki waxpai?

. LWaxpal, sKi isn4HO KpaayTb rpoLui.
. LLlaxpai y BipTyanbHOMY CBITi.
. XTO NoBUTL LWaxpaiB?

2. Bup waxpancrtea " QimHr".

. Lo Take "iwnHr?

. Kyou waxpai HagcunatoTb NOCUNaHHA?

. Mpuknapg diwmnHry "lMosigomneHHs Big opysis".

. Mpuknag giwnHry "lMosigomMneHHs Big ApysiB Npo gonomory".

3. MnaTixkHa 6aHKIiBCbKa KapTKa.
. AKi pekBi3nTU KapTKM MOXHa NOBIOOMAATK, a SKi Hi?

4. Bua waxpanctea "BilWMHI" (TenecoHHe WaxpancTeo).
. LLlo Take "BiwnHr"?
. Ak BGepertucs Big BilLIMHry?

5. Buna waxpanctea " CKiMiHr".
. LLlo Take "cKimMiHI?
. Ak 6esneyHo 3HimaTK roTieky 3 6aHkomaTa?

6. CmapTtcoH Ta MmeTOAM 3axUCTy cMmapTdoHa Bif Wwaxpais.

. Yomy Baxxnueo obepiratn cmapTdOH Big Lwaxpais?

. Maponi Ta 6iomeTpis Ansa 3axmcTy cmapTdoHa.

. HanawTyBaHHSA cnoBilleHb Ha 3ab610KOBaHOMY eKpaHi.
. CmapTtdoH mae 6yTu nig Harnagom.

. LLlo pobuTtn, sikwo BTpaTtme cMapTdOH?

7. Maponi: AIK CTBOPUTU CKNaAHi Ta YHiKarnbHi naponi.
. Aknmun maoTb ByTK Naponi 4o akayHTIB?
. [Mopagu onga cTBOpeHHsA naponis..
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8. Pecypc AnA y4HiB ANA NORNIMWeEHHA BRNAacCHUX HaBU4YOK i3 MNMaTiXHOI

6e3neku.

Caunt HBY 3 nnatixxHoi 6e3nekun #laxpanl ynban.

9. CamocTiHa poboTa y4HIiB 3 pobounm 30wmnToM. [1icnsa BUKOHAHHA YYHAMMN
3aBOaHb yuyuTenb 3 YYHAMM OOGroBOPHOKOTL pes3ynbTaTtv NpakTUyYHoi pobotn Ta i

aHanisyoTb.

Micna 3aBeplUeHHSA YPOKY LUKOMNAPI 3HATUMYTh:

AK ybepertuca Big Takux BUAiB Waxpancrea: iLLvHS, BiLUWHT,
CKIMIHT;

AKY iIHOpMaLLito NPO NNAaTKHY KapTKy MOXHA NoBiAOMNATH, a AKY Hi;
SIK NPaBUITbHO 3HIMaTK roTiBKY 3 GaHKOMaTa;

SIK 3aXMCTU CBOI CMapT(OHN;

SIK CTBOPUTU CKNagHWUA Ta HaQiHUW Naporib.

MaTepianu € JONOBHEHHAM 0 NPOBELEHHSA YPOKIB i3 npeameTy "diHaHcoBa
rPaMOTHICTL" ab0 MOXYTb BUKOPUCTOBYBATUCS AN NPOBELEHHS KIMAaCHOI rOANHN.

KoHcneKT ypoky

NMutaHHAa 1. XTO Taki waxpai?

lNedazo2 demoHCcmpye cnaudu 1-2
lNpugimaHHs, 3HatioMcmeo ma iHGboOpMy8aHHS PO MeMy 3aHSImms.
[oGporo aHsA, opori y4Hi.

lNledazoe demoHcmpye cnato 3
Mu ©Oygemo roBopuTM MpO LWaxpaiB Ta
npasuna nnaTtikHoi 6e3nekun, ki 4oNOMOXyTb BOepertn cBoi

CborogHi

KOLUTHW.

LWaxpan — ue Ta noguHa, gka Wnsaxom obmaHy iHLWmx
nogen HamaraeTbCs NPUBMACHUTU YyXKi KOLLUTU.

lMedazo2 demoHcmpye cnato 4
PaHiwe waxpal Hamaranucs KpacTu KowTu B
peanbHOMY CBITi,

Kpap,i>|<|<1/| ramMmaHuAa 3 rpoumma.

lNledazo2 demoHCcmpye cnato 5
3 MNOTYXHMM pPO3BUTKOM CYy4YaCHUX TEXHOMorin Ta
BMKOPUCTaHHAM NtoabMKU Be3roTiBKOBMX PO3paxyHKiB Liaxpai

Hanpuknag, wnsaxom 3namy cenda uu

3MiHMM CBOE MNone AisinbHOCTI Ta noYanu BuragyBat cnocobum
KpaaibKKu KOWTIB y BipTyanbHOMy cBiTi. LLlo6 He noTpanuTu y nacTky waxpais, NOTPidbHO
BMKOPUCTOBYBATMW NPOCTi NpaBusia NnaTikHOI 6e3neku, ki M1 CbOrogHi 3 BaMu AgeTaribHO

PO3rMsIHEMO.
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lNledazoe demoHCcmpye cnato 6

Ak waxpati gitoTe y BipTyanbHoMy npocTtopi? OguH i3 cnocobis, KONM BOHW BUAAOTb
cebe 3a iHWnX OCib Ta BUNUTYIOTL Y N0AEN CEKPETHY iHpOopMaLLito NPO iX NNaTiXKHi KapTKw,
noriHu Ta naponi. Lis iHdpopmauis gae amory waxpato oTpumaTi JOcTyn 40 6e3roTiBkoBUX
KowTiB Ta BMKpacTtu ix. LLob uboro He Tpanunocs, NoTpibHO 3HaTK, AKy iHGopMaLito B
XOOHOMY pasi He MOXHa HikoMy noBigoMmnsaTh. Knum mMoxe npeactaBuUTUCA Laxpan?
Hacnpasgai, 6yab-kum:

*  BalWUM ApPYrom;

"  MpauiBHUKOM Noniuii;

" npauiBHUKOM BaHKy;

» npauisHnkoMm HBY, lMNeHcinHoro dpoHay, PickanbHOT cnyxéu;
"  [pauiBHMKOM KOMYHanbHUX CIyx0;

* npauiBHMKOM MOBiNbHOro oneparopa.

| uen nepenik HeBUYEPTTHUNA.

Hanpuknag, waxpan Moxe 3atenedoHyBaTuM JIOAMHI, npeactaBuTUCA
npauiBHMKOM BaHKy, NOBIAOMMUTK, WO 3 T KAPTKM KpadyTb rpoLui i, wo6 3anobirtn kpagikui
NpPOCATb NOBIJOMUTU CEKPETHY iHpopMaLito NPo KapTKy, ika Hagae JOCTYN A0 11 rpoLUent.

JMoguHa, nepebyBatoumn B CTaHi CTpaxy 4Yepes NOTEHUINHY BTpaTy KOLITIB, MOXe
noBiJOMUTK 3aKBY iHGPOpMaUito.

[NumaHHs dnsa aydumopii: Yu cmukagcsi xmoch i3 eawux 61u3bKux i3 gunadkamu
waxpaucmea?

(8idrosioi dime)

Apysi, oskyto Bam 3a Bignosigi.

lMedazoz2 demoHcmpye cnald 7

3BicHO, Al WaxpaiB € He3akOHHMMW. | 3a TaKy AissNbHICTL BOHM 0O0B’I3KOBO HECYTb
nokapaHH4. lMowykom Takux waxpaiB 3anmaeTtbea Kibepnoniuisa. Lle [denaptament
HauioHanbHOi noniuii Ykpainn. Npo BuMnagkm waxpanctBa HeobXigHO NOBIAOMNATM
Kibepnoniuito, o6 waxpaiB MOrnn 3HanTK Ta NokapaTtu.

MNMutaHHAa 2. Bua waxpancrtea " QimHr".

lNedazoz demoHcmpye cnaud 8

LWaxpai B CBOIX 3MOYMHHMX CXEMax BUMKOPUCTOBYIOTb Pi3Hi MeTogu Ta nigxoawu,
TOMY iCHYIOTb Pi3Hi BUOW LLAXpanCcTBa, sSKi M1 3 BaMn 3apas geTalrlbHO PO3rfsiHEMO.

Mepwwnin BUA waxpancTea, Npo SK1Min M1 3 Bamn 6yaemMo roBopuTn — Lie (IiLLNHT.

®iwnHr (y nepeknagi 3 aHrn. o3Hadvae "pmbonosns") — ue BuA LlaxpancTea B
iHTEPHETI, WO Aae 3MOory waxpasgm BMMaHUTM OCOBUCTY iHGopMaLito Npo NAvHY Ta
He3aKOHHO 3aBoNoAiTH 1 KowTamu.

Y iwmHry € kinbka pisHoBuais. Hanpuknag, waxpai MOXyTb CTBOPIOBaATU CanTw,
AKi Bi3yarnbHO CXOXi Ha canTu BigomMux 6peHais, 6aHkiB, MarasuHiB TOLLO.

Aopecu cnpaBXHbOroO Ta LLIAXPaNCbKOro CanTiB MOXYTb OyTK CXOXi, 3@ BUHSATKOM
O[HOrO YM KiSTbKOX CUMBOSIB.

Tomy nOTpIOHO 3aBxaM nNepeBipaATU MpaBUMbHICTb Ha3BM CauWTiB, Ha SKi
nepexoante Ta BBOAUTE CBOI NEPCOHAarbHi AaHi, NOriHM Ta naponi.
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AKwio HeobXigHO NepenTn 3a NOCUNaHHAM Ha CalT KOMMaHii, agpecy SKOro Bu
oTpUManu B MOBIAOMMEHHI, BBEAiTb Y MOLUYKOBIN CUCTEMI Ha3By HeobxigHOro cawTty i
nvwe ToAi nepexoabTe Ha Bebpecypc.

lMedazoz2 demoHcmpye cnatiod 9

Ons  "sapaxeHHs" npuctpoiB  Bipycom abo

LWaxpai MoXyTb HagcunaTy LWKIANUBI MOCUINAHHSA:
BMKpPaAEHHSA MepCOHanbHUX OaHUX, CEKPETHUX KapTKOBUX
PEKBI3NTIB.

"y MeceHaxep;
7 ////\
1’ / /
Hanpuknaa, B ymMoBax BOEHHOro CTaHy 3’siBunacs

CMC-MOBIJOMITEHHAM,;
CXema LuaxpancTea, KON waxpal po3cunarTb CMC-NOBIAOMMEHHS NPO Te, WO NOLWHI

Ha e-mail.

Hagilo Wwaxpail po3cunatTb LWKIiAIMBI NOCUNTAHHA?
3apaxoBaHa rpolloBa gornomora, geTani 3a MOCUMNaHHAM, 3a3Hadaloyu Laxpancbke
NOCUMaHHS.

lNumaHHss 0o _aydumopii: Yu cmukanucs eu Yu eawi 6ambKu 3 makum eudom
waxpaumea sk gpiuuHa?

(8idrosioi dime)

Apysi, ogKkyo Bam 3a Bignosigi.

lMedazoz2 demoHcmpye cnatd 10

PosrnaHemo e npuknagun gimnHry.

LWaxpai Big iMeHi Opy3iB  MOXyTb
HaZcunaTu MoBILOMIIEHHS 3 Pi3HMM 3MICTOM,
AKi MICTATb LaxXpanCbKi NOCUMNAHHA, MEeTOH
AKX MOXe OyTW: 3apakeHHs1 BipyCOM BaLLOro
npucTpoto abo Kpagikka MepcoHarnbHUX
AaHUX, KapTKOBUX PEKBI3UTIB, OTPUMaHHA
AOCTYNiB OO BalUMX akayHTiB y couiafibHUX
Mepexax.

Mpuknag Takoro nOBIAOMIIEHHSA BWU
OayuTe Ha cnangi.

lMpusim,

Lle mu Ha gideo? &

https://www.ofkfk/uk/

lMedazoz2 demoHcmpye cnatd 11

K He noTpanuTK Ha "rayok” waxpan?

He nocniwante nepexoanTn 3a NOCUMAHHSM.

CnoyaTKy gymanTte — noTim KnikanTe!

He nepexoabTe 3a NnOCUNaHHAMMW Bif HE3HANOMLU,IB.

AKWwo oTpMmanu nocunaHHs Big gpyra, He nocnilwanTe 3a HUM NePEXOanNTN.

LWaxpai mornu oTpumaTtu [OCTyn OO akayHTa gpyra. Cnepuy 3atenedoHyinTe
NoMy Ta 3anutanTe, Yn cnpasi NOCUIAHHSA Bif HLOTO.
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lNedazoe demoHcmpye cnatd 12

PosrnaHemo e oguH cueHapin waxpancrsa.

Waxpai 3namyloTb  CTOPIHKY  IOAWHM B
couianbHMX  Mepexax, Hanpuknag, “"dencoyk”,
"lHcTarpam”.

PoscunatoTe yciM  nignMcHMKamM  OLHaKOBI
NOBIJOMITIEHHSI TAKOro 3MICTY:

"MpuseiT! Mo3ny, 6yab nacka, rpowi ao 3asTpal
Oyxe Tpeba!"

CyMy waxpai 3a3Ha4atoTb pi3Hy.

lNledazo2 demoHcmpye cnato 13

Lo pobuTtun, AKWo oTpumManu Take noBigoMneHHs"?

3BMYariHo, nodibHa cuTyaList MOXe CTaTUCS 3 KOXKHUM, OpPYr AINCHO Mir OMMHUTUCS
B CKPYTHOMY CTaHOBWLLI|.

Ane nepLu HX No3n4aTn rpoLui:

= 3anuTaunTe gpyra npo Te, WO MOXeTe 3HATU TifTbK1 BU i BiH.

Take nuTaHHA ogpasy BUKPUE LLaxpasi;

= nepeTenegoHynTe Apyrosi Ha HOMeEpP, KU BM TOYHO 3HAETE, a HE Ha TOW, WO
3a3HayeHur Ha CTOPIHLI B couianbHMX Mepexax. AKLWOo waxpan 3famas cTopi-
HKY, TO Mir 3MiIHUTU HOMep TenedoHy B Npodini XepTBu;

*  HanNWLWiTb CNiINbHUM APY35SM Y couianbHUX Mepexax, Y He OTPUMyBanu BOHU
noaibHux nosigomMneHsb Big apyra. Laxpai, sk npaBuno, ogHO4YacHO pobnaTb
PO3CUNaHHsA Ha agpecu YCix NiANNCHUKIB 3r1aMaHOi CTOPIHKM.

TakoxX nig Yac BiHM CTanu BiAOMI BUMAOKW, KOMK LWaxpal 3naMyoTb CTOPIHKM B
couianbHUX Mepexax, Hanpuknag y pencbyui, noTim pobnsate nybnikauito Ha CTopiHUi 1T
BJTACHWKA Ta BiZ NOro iMeHi NpocsaTb NPo piHAHCOBY AONOMOrY Ha KyMniBSlt0 aMyHiuil y
3B’A3Ky 3 BiOYTTAM Ha (OPOHT.

NMutanHAa 3. MNnaTixkHa 6aHKIBCbKa KapTKa
lMedazoz2 demoHcmpye cnaud 14
3a gonomMorow MNnaTiXkKHOT KapTKM MOXHa onnadyBaTu 3a TOBapy B MarasuHax,
KyrnyBaTu OHNanH. bearoTiBKOBi po3paxyHKn — Le Ayxe 3pyyHo 1 wenako. Ane, wob rpowui
He JicTanucsa waxpasMm i IM He BAanocs IX BKpacTW 3 MNaTiKHOI KapTKW, NOTPiOHO
AOTPMMYBaATUCA MPOCTMX NpaBuUi Ta 3HaTK, AKy iHbopMaLito NPo NNaTiKHY KAPTKy MOXXHa
NoOBIOOMIIATH, a SKY Hi.
He mMoxHa po3srosiowyBaTtu BCi PEKBI3UTU NNATiXKHOI KapTKW.
16-3Ha4YHUIA HOMEP KapTKU — €QMHe, WO MOXHa
nosigomnaTu. Lo iHdbopmadito noBigomnaty 6esneyHo,
@ 1T goCTaTHLO Ans Toro, Wob Ha KapTKy nepepaxyBanu
rpoLui.

11234 5678 9012 3456 |
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€ iHpopmaLis, Ky B )KOAHOMY pasi HE MOXHa

Lle Tpn undpn Ha 3BOPOTI KAPTKN Ta TEPMIH

Ail KapTKkn. AKWo TenedoHOM NpocsATb NOBIAOMUTH 012
TPY UNPU Ha 3BOPOTI KAPTKM — Lie nepLua o3Haka
LaxpauncTea.

CnpaBxHin npauiBHMK ©aHKy HIKONM He
3anuTae Taky iHpopmaLdito.

NMutaHHAa 4. Bua waxpancrea "BilUMHI" .
lNledazo2 demoHcmpye cnatd 15

PoarnsiHemMo HacTynHWn BUA LUaxpancTea BilWHT
abo TenedoHHe WaxpancTeo.

BiwnHr — ue BMO wWaxpancTea, Konu Laxpaun
TenedoHye i NepeKkoHye NMAMHY MOBIAOMUTN CEKPETHY
iHbopmauito abo nepekasaTu rpoLui.

Ha siky iHcpopmauiro nontoe waxpan?

» [HbopMmaLLito NPO NIATKHY KapTKy.
= [Taponi.
= Koan B cMmc, AKi HagcunarTb 6aHKu.

lMedazoz2 demoHcmpye cnatod 16

Mam’atante, Wwaxpam Moxe HasBaTmucsa Oyab-KMM: NpauiBHUKOM BaHKy Yn noniuil.
Akwo TenedoHyTb Ta 3anuTylOTb NPO Bawy MMaTKHY KapTKy, Kpawe O0yTn He
BBIYNMBMM Ta NOKMNacTu crniyxaBky. [loBigomTe GaTbkiB Npo BUNALoK, y pasi notpebu
BaTbkM 3B’SXKYTbCA 3 BaHKOM.

CueHapiiB TenedoHHNX PO3MOB LUAxXpaiB HE O4MH OECATOK, NPO OAMH i3 HUX MU
roBOpUSIM Ha nodaTKky ypoky. Ane mMeta TakMx pO3MOB OfHA — BMMaHUTU CEKPETHY
iHbopMaU,ito, ika HagacTb 3MOry LLIaxpasiM BKPaCTU rpoLui.

NMutanHAa 5. Bug waxpancrBa " CKiMiHr".

lNledazo2 demoHcmpye cnaud 17

Mw 3 BamMu roBopunu nNpo Te, Wo He MOXHa NOBIAOMNATM TpU LUNGPU Ha 3BOPOTI
KapTKW Ta TepPMiH i1 KapTK1. TakoX He MOXHa NoBIZOMNATY NiH-ko4. [MiH-Kog — e YoTnpu
CeKpeTHi undopun, AKi 3Hae nuwe BracHUK KapTku. iH-ko4 BUOAETHCA BFIACHUKY KapTKW
nig Yac i oTpuMaHHsa B ©6aHKy B 3aKpUTOMY KOHBEPTI, HaBiTb NpauiBHUK BaHKy MOro He
3Hae. [liH-kog noTpibeH, Hanpuknag, ona 3HATTA roTiBkM B GaHkomari, iHo4i nig vac
onnaTu KapTKOK TOBapiB Yy MarasuHi.

PoarnsHemo HacTynHUn Bug Lwaxpamcrea, SKMn Ha3MBaETbCA "CKiMIHT".

lNMumaHHs dns ayOumopii: 0imu_MOXXIU80 8U Yysu PO makul eud waxpalucmea
ma 3Haeme Wo 8iH 03Hayae?

(8idrosidi dimedi)

Hpysi, AsKkyo Bam 3a Bignosigi.
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lMedazoz2 demoHcmpye cnatid 18
OTxe, CKIMIHT — Lie BMA LlaxpancTsa, Konu waxpamnm pobuTb Konito NNaTiXKHOT KapTKK
3a JomnoMorolo cneuianbHoro obnagHaHHsA, sike BCTaHOBMOE Ha BaHkomar.

lMedazo2 demoHcmpye cnaud 19

Ane ansa Toro, wWo6 BKpacTu rpoLi Laxpato
TakoX HeobxigHuM niH-koa. LWo6 1oro pisHaTucs,
laxpan YCTaHOBSIKOE ManeHbKy, MamXe HEMNoMITHY,
Kamepy Ha GaHkomar.

lNedazo2 demoHcmpye cnaud 20
Uepes Bigeokamepy, waxpan nigrnagae, skum
niH-Ko4 BBOOAUTL NOANHA.

lMedazo2 demoHcmpye cnatd 21
Ane YHUKHYTU Takoro LaxpancrtBa Ayxe npocto. [MoTpibHo goTpumyBaTucA
npocCTOoro npasuna.

lNledazo2 demoHCcmpye cnatod 22

IMig yac kopucTyBaHHs BaHKOMaToOM
NoTPiGHO NpaBUNbHO NPUKPUBATN NOro
KnasiaTypy nig yac yBeAeHHs niH-kody, a came:
OAHIED  PYKOK  MpPUKpMBaETE, a  IHLWOW
HaTUCKaETe Ha KnasiaTypy.

Takox NOoTpiOHO NunbHyBaTW, LWOOG TOMW,
XTO CTOITb no3agy B 4eps3i o H6aHkomata, He
0auuB, K BU BBOAUTE MiH-KOA. AKLWIO nioguvHa
CTOITb B 4Yep3i Ao 6aHKkomaTa, NoTPidHO TpumaTn
BiACTaHb BiA TiEl NIOANHU, SIKa BXe 3HIMae roTiBky. Lle € npasuno BBIUNMBOI NOBEAIHKM,
Wo0 noanHa, ska BBOAUTb MiH-KOA, HE XBUMOBanacs, LWo MOoro XTocb NodavnTb.

NMutanHa 6. CmaptdoH Ta MeTOoAM 3axXMCTy cmMapTdhOHy Bif
LaxpaiB.

lledazo2 demoHcmpye cnatidu 23-24

Y Haw yac cmMapTdOH € He nuwle 3acobom Ans 3B’a3Ky 3 Apy3siMn Ta 6NN3bKUMN.

CmapTtdoH micTuTb 6araTo uiHHOT iHdopMaLUlii,
ocobucTi poTo, POoTO AOKYMeEHTIB. Yepe3 cmapToH
MU 3axXO0OMMO 00 akayHTIB Yy couianbHUX Mepexax,
€NeKTPOHHOT nowTn Towo. La iHdopmauin, skuwo
noTpanuTb 40 PYK Waxpas, Moxe ByTu BUKOpUCTaHa B
3no4mMHHMX Linax. CtaBTecsa 4o cBOro cMapTgoHa, sk
OO0 ramaHusl, He 3anuuwanTte unoro 6e3 Harnagy.
CmapTtoH noTpibHO nunbHyBaTM Ta Oepertn sk
3iHMLIO OKa.

Hanpwuknag, waxpai 4yepe3 cMapTdOH MOXYTb
3aMTM Ha CTOPIHKY B couianbHUX Mepexax Ta
nonpocuTM Jornomorn B Apy3iB Bif iMeHi BnacHuKa
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CTOpPiHKK. | Le nuwe oguH i3 6baraTboXx BapiaHTiB, SK Waxpai MOXYTb CKOPUCTATUCS YY>KUM
CMapTEOHOM.

lNedazo2 demoHCcmpye cnatdu 25

OTxe, 9K 3axXUCTUTM cMapTdOH Ta 0cobUCTy iHGopMaLito, Ky
BiH MiCTUTb.

[MoTpibHO BCTaHOBUTU Naposb A4S Bxody Ao cmapTdoHa abo
BUKOPUCTOBYBATH biomeTpito (ckaHep BiAOMTKa nanbug,
po3ni3HaBaHHsS 06NNYYs), SKLLO Taka (PyHKLUist € y BallOMy NpUCTPOI.

lMedazoz demoHcmpye cnatidu 26
HanawTtynte nokas  cnosiweHb  Ha
3abnokoBaHOMYy e€kKkpaHi Yy Takun cnocib, wob
X0BaTK IX KOHIAEHUIMHNIA BMICT, 9K L& Nnoka3aHo
Ha cnawngi.
HanawTtynte U0 QYHKUIlO CcaMOCTinHO abo nonpociTb s

Hose noslgoMnenHa

A0MOMOTn B AOPOCIIUX.
BukopuctoBynte nuwe niueHsinHi  nporpamu, MOBInNbHi
3aCTOCYHKM Ta CUCTEMATUYHO X OHOBIIIONTE.

lNledazo2 demoHcmpye cnatdu 27
He 3anuwante cmaptcoH 06e3 Harnsgy, 3aBxau Woro
TpumanTe 6ins cebe.

lNledazo2 demoHCcmpye cnatod 28

Lo pobuTtn, Ko BTpaTUnmn cMapTqoH?

1. HeranHo nosigomTte 6aTtbkKiB.

2. 3MiHITb Naposi Ha TUX pecypcax, SKMMU KopUcTyBanucs 4Yepes cmaptdgoH abo
NonNpoCiTb AONOMOM B AOPOCIIUX.

AKwio cMapTOH ONUHUBCS B pyKax Llaxpas, WBKaKa 3MiHa naposiB 4O akayHTIB
3aBaguTb MOMY OTpUMaTK SOCTYN A0 HUX Yepes Ball CMapTdOH.

MutanHa 7. MNMaponi — AK CTBOPUTK CKNagHi Ta YHiKanbHi naponi.

lMedazo2 demoHcmpye cnalid 29
Takox € waxpai, ki BMiloTb 3r1amyBaTh akayHTu, nigbupatn o Hux naponi. [Ans
TOro, Wwob iM Le He Boanocs HeodXigAHO CTBOPIOBATM CKNagHi Ta yHiKanbHi naponi.
Mam’aTanTte, WO Naposb — Le KoY A0 BalMX OaHWUX.
He wMoxHa HegoouiHlBaTU WOro 3HaYeHHs, BaXXnMBO
NPUAINATA LbOMY NMUTAHHIO 3HAYHY yBary.
Aknn naponb yBaXaeTbCA CKMagHUM Ta HaginHUM?
CknagHum naponb MoXe MiCTUTHK:
= BenuvKi Ta mani nirepu
. LLlOHanMeHLwe 12 cumBoniB
= LUndopu Ta cneujianbHi 3HaKu/cMmMBonImn
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lMedazoz2 demoHcmpye cnatd 30

[na cTBOpeHHs NaponiB He BMKOPUCTOBYMTE iMeHa AOMaLUHiX ynobneHuis, CBOI
X00i, gaTy HapomXeHHSs Towo. TakoX He MOXHa BMKOPUCTOBYBaTWU [Ans naponis
3aranbHoBigoMi  KOMOiHauii  naponiB (Hanpuknag, Qwerty12, Password123456,
Admin1234 ToL0), NocnigoBHE/3BOPOTHE HANMCaHHA cMMBONiB abo undp.

lMedazoz2 demoHcmpye cnatiod 31

[ns cTBOpeHHsI NaponiB BUKOPUCTOBYMTE MOTUBALMHI ppasn, paakm yKpaiHCbKNX
niceHb, BipLLIB, yKpaIHCbKNUX NPUCHiB’iB.

Hanpuknag, ons cTBOpeHHs Naponsd MOXHa BUKOPUCTATU PALKU YKPATHCBKOI MiCHI
"On y nysi 4epBoHa KanuHa". Takun naporsb ferko 3anam’atat Ta NPUEMHO 3ragyBaTu.

Ane, 3BiCHO, KpaLle BUKOPUCTOBYBATU PAOKN MEHLL BiJOMUX MNiCEHb.

Takun naTpioTUYHMI Naposb HaBpsA4 YK 3MOXe nigibpaTn waxpan, a poCinCbKoMy
Xakepy BiH Tex byae He no 3ybax.

TpaHcdhopmMynTe napornbHi dpasv B naposi, 3MiHKYKM nitepn Ha uudpn i
CneLcMMBOSIM, 3a TifTbKM BaM BiJOMOK CUCTEMOLO.

lMedazoz2 demoHcmpye cnatiod 32
TpumanTe B cekpeTi naponi, IX He MOXHa POo3noBidaTh HaBiTb APY3AM. TakoxX He
BapToO iX 3anucyBaTu. [Maponi NoTpibHO 3aBYUTU Ha 3yOOK.

lMedazo2 demoHcmpye cnald 33

Maponi matoTb BigpisHATUCA!

Mam’atante! MNMaponb Mae ByTM yHIKanNnbHUM ONA KOXHOrO akayHTa: eneKkTPOHHOT
MOLUTK, coLianbHOT Mepexi, NnepCoHanbHOro kabiHeTy Ha canTi iIHTEPHET-KpaMHMLi TOLLO.

AKLWO NPOCYHYTUIN 3NOBMUCHUK OTPMMAE LOCTYN A0 BaLIOro naporns 3 iHTepHeT-
KpaMHuUi, TO BiH MOXe cnpobyBaTu TOW camuii Naposib A0 eNeKTPOHHOI nowTn abo o
akayHTa B coLujianbHUX Mepexax.

3MN0YMHLI KOPUCTYIOTBCHA TUM, O NI0AMW, K NPaBUo, BUKOPUCTOBYHOTb OAHAKOBI
abo cxoxi naponi.

NMutaHHAa 8. Pecypc Ansa y4HiB AnA noninweHHA BNacHUX
HaBUYOK i3 NnaTi>kHOI 6e3neKku.

lNledazo2 demoHCcmpye cnato 34

Caut HBY 3 nnartixHoi 6e3neku #Llaxpanlyaban
https://promo.bank.gov.ua/stopfraud/
#lWaxpanl'ynbam — ue iHpopmauinHa kamnaHia, meTa
AKOT HaBYNTU yKpaiHuiB npasunam 6eaneku
0e3roTiBKOBMX Ta OHManH-nnaTtexiB. Y wMexax Uiel
KamnaHii HauioHanbHun 6aHK CTBOPMB CauT i3 npaBuiamm
nnaTi>kHOT 6e3neku.
Ha caunTi BU 3HangeTe Ginble iHdopmauii npo:

= TenedoHHe WaxpancTBo Ta CLeHapii WaxpancTea,

= nandxakv 6e3neYyHnX oHManH-NoKyNoK Ta OHNaNH-LIONIHTY,

= O3HaKu NUCTIB BiJ WaxpaiB Ta WaxpancCbKnx CanTis.

#LlWaxpanlyn6amn
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TakoX Ha cauTi po3MiLLEeHi BI4EOPONKN Ta NOCTEPU 3 akTyallbHUMU CLEHapisiMu

LaxpauncTea.

lMedazoe demoHCcmpye cnato 35
Caut HBY 3 nnartixHoi 6e3nekn #Kibepbesnekad®iHaHciB

#Ki6eplec Ta #Ki6epKir
PaAfATb, AK YHUKHYTH LWWaXpancTea

CrapryBana iHpopmaLiiHa KaMmnaHis
#Ki6ep6eszneka®iHaHciB

https://promo.bank.gov.ua/payment-security/
#Kibepb6e3neka®iHaHciB — Ue cninbHa iHopMaLliiHa OCBITHS
KamnaHiga HauioHanbHoro BGaHKy Ykpainu Ta
Hepxcneyss’sasky. MeTa kamnaHii: noOWWMpeHHs 3HaHb NpPo
npaBuna nnaTikHoi ©e3nekn Ta OPMYBaAHHA B HaceneHHs
HaBWYKKN 3aXUCTY (PiIHAHCOBMX OaHUX Y BipTyaslbHOMY NPOCTOPI.

Y Mexax uiei kamnadil HauioHanbHui 6aHK CTBOpWUB CaunT i3
npasunamn nnaTikHoi 6e3neku.

Ha cauTi Bu 3HanpgeTe 6inblie iHopmauii npo:

e Te, gk ybepertuca Big qilmHry,

e  3aXUCTUTU CBOI akayHTU Ta NPUCTPOI,

e CTBOpIOBATM HaginHiI naponi,

e HanawrToByBaTU ABOMAKTOPHY aBTeHTMdiKaUilo Ta iHWKMM npaBunam 6e3nekn B

iHTEepHeTI.

9. NMeparor NPONOHYE YYHAM CaMOCTIMHO BUKOHATWU 3aBAAHHA 3

pobo4yoro 30wWUTY. Micna BUKOHAHHA 3aBAaHbL Y4YHi pPa3oM 3 negarorom
OGroBOpPIOKTbL pe3ynbTaTy NPaAKTUYHOI po6OTHK Ta il aHani3ylTb.
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EnekmpoHHe Hag4YasibHe 8UOaHHS
lnaH-koHcriekm ypokKy 3 ¢biHaHCco80I 2paMomHocmi
0151 y4Hie cepeOHbOI WKOJIU Ha memy.
"lpaeuna nnamixHoi 6e3neku. Budu waxpaticmea”

Yknagay: MawnakoBcbka TeTaHa
JNitepatypHun pegaktop: KnagiHa TeTtaHa
TpaBeHb 2022 poky
(OHOBIEHO B XOBTHi 2024 poky)

HauioHanbHWn 6aHK YKpaiHm
01601 m. KuiB
Byn. IHCTUTYTCbKa, 9
https://talan.bank.gov.ua/
https://promo.bank.gov.ua/stopfraud/

Bigryku, npono3udii Ta 3ayBaKeHHs
HaZicunanTe Ha eneKkTpoHHy agpecy: talan@bank.gov.ua



